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Encrypting web traffic:

The following guide will show you how to use ssl tunnelling to encrypt your web traffic. 
Unsecured network are very common and people are using them on dayly basis. The problem with 
those kind of network is that everyone can see just about everything you are doing on the network. 
This is also true for corporate networks where everything you do on the internet may get scrutinized 
by the IT department. I have put the following guide together using bits and pieces of information 
found on the internet.

Requirements:

What you will need.
• 2 computers, 1 server your ubuntu computer and 1 client your windows computer.
• Ubuntu ( at home ) acting as your ssl server  (Download here)
• Windows ( used to connect to your server )
• Putty ( windows program to set up the tunelling )
• Firefox ( web browser )
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http://www.ubuntu.com/desktop/get-ubuntu/download
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Step 1 ( setting up your server )

This step is crusial and Ubuntu is the easiest way I have found to perform this. You can do it with a 
windows operating system using cygwin, but it is much more complicated.
Install Ubuntu on an old computer, or  create  dual boot with your windows operating system. When 
Installing Ubuntu it will detect windows and ask you if you want to create a dual boot. 
( Make sure you backed up your important docments before you do this just in case something goes 
wrong ) 

Once Ubuntu is installed, install ssh
open a terminal window and type apt-get install ssh ( this will install the package )

To test that it’s working, you can try to ssh into your own machine:

> ssh localhost

The authenticity of host ‘localhost (127.0.0.1)’ can’t be established.
RSA key fingerprint is 98:8a:b8:b2:9e:8a:84:e0:d4:08:27:fb:74:f0:de:d4.
Are you sure you want to continue connecting (yes/no)?

Looks like it’s working! Naturally our ssh client doesn’t have the key for the server, since we just 
installed it. You can type yes to continue or just hit Ctrl-C to stop. 
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Step 2 ( installing putty ) 

Download putty (Download Here)
– click on putty.exe

– You will need to enter the host name ( ip address of your ubuntu server, in ubuntu start a 
terminal window and type iwconfig )
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file:///C:/Users/Mbpro/Desktop/%20http:%2F%2Fthe.earth.li%2F~sgtatham%2Fputty%2Flatest%2Fx86%2Fputty.zip
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– click on the ssh / tunnel menu and add 1080 and pick dynamic. Press the add button.

– also if you want to use remote desktop add the following ports

(The destination being the computer ip address used to connect to your ubuntu server.)
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- Now save your session by giving it a name.

 - Click open and put your ubuntu user name and password. You are now connected via ssl and your 
traffic is being encrypted.
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Step 3 ( setting up firefox as a sock proxy ) 
(This will allow you to browse the interet while your connection is encrypted.)

To set up Firefox to use the dynamic tunnel as a SOCKS proxy, go to the Firefox Options > 
Advanced > Network and click the Settings… button.  In the settings page, click Manual proxy 
configuration, enter localhost for the SOCKS Host, and 1080 for the Port. 
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Step 4 ( port forwarding )

You will have to open ports on your router in order to make this to work. Here's an example of my 
settings in the router:

Now the final test open your firefox browser and you should have connectivity.  Now all your 
traffic is being encrypted. This does not mean that your are safe from everything..... good practices 
makes you secure not hardware or software. 
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