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Encrypting web traffic:

The following guide will show you how to use ssl tunnelling to encrypt your web traffic.

Unsecured network are very common and people are using them on dayly basis. The problem with
those kind of network is that everyone can see just about everything you are doing on the network.
This is also true for corporate networks where everything you do on the internet may get scrutinized
by the IT department. I have put the following guide together using bits and pieces of information
found on the internet.

Requirements:

What you will need.
* 2 computers, 1 server your ubuntu computer and 1 client your windows computer.
* Ubuntu ( at home ) acting as your ssl server (Download here)
*  Windows (used to connect to your server )
e Putty ( windows program to set up the tunelling )
* Firefox ( web browser )
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http://www.ubuntu.com/desktop/get-ubuntu/download
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Step 1 ( setting up your server )

This step is crusial and Ubuntu is the easiest way I have found to perform this. You can do it with a
windows operating system using cygwin, but it is much more complicated.

Install Ubuntu on an old computer, or create dual boot with your windows operating system. When
Installing Ubuntu it will detect windows and ask you if you want to create a dual boot.

( Make sure you backed up your important docments before you do this just in case something goes
wrong )

Once Ubuntu is installed, install ssh
open a terminal window and type apt-get install ssh ( this will install the package )

To test that it’s working, you can try to ssh into your own machine:
> ssh localhost
The authenticity of host ‘localhost (127.0.0.1)’ can’t be established.
RSA key fingerprint is 98:8a:b8:b2:9¢:8a:84:€0:d4:08:27:fb:74:f0:de:d4.

Are you sure you want to continue connecting (yes/no)?

Looks like it’s working! Naturally our ssh client doesn’t have the key for the server, since we just
installed it. You can type yes to continue or just hit Ctrl-C to stop.
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Step 2 (installing putty )

PuTTY Configuration

Download putty (Download Here)
— click on putty.exe

-
ﬁ PuTTY Coenfiguration m

Category:
B- Sgssinn | Basic options for your PuTTY session |
H TE"" I..uglging Specify the destination you want to connect to
= Terminal
- Keyboard Host Name (or IP address) Port
- Bell | 22
- Fegtures Connection type:
=1~ Window ) Raw () Telnet (7) Rlogin @ SSH () Serial
P«ppea!ance Load, save or delete a stored session
- Behaviour
.. Translation Saved Sessions
- Selection
- Colours - !
Default Settings
[=)- Connection ssl server Load
- Rlogin
[+-55H
- Seral Close window on exit:
) Mways () Never @) Only on clean et
[ About ] [ Help ] [ Open J [ Cancel ]

— You will need to enter the host name ( ip address of your ubuntu server, in ubuntu start a
terminal window and type iwconfig )
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file:///C:/Users/Mbpro/Desktop/%20http:%2F%2Fthe.earth.li%2F~sgtatham%2Fputty%2Flatest%2Fx86%2Fputty.zip
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— click on the ssh / tunnel menu and add 1080 and pick dynamic. Press the add button.

Puart fonwarding

[] Local ports accept connections from other hosts
[ ] Remate ports do the same [S5H-2 only]

Fonwarded portz:

Add new fanwarded part:

Source pork 1'

Destination
) Local () Remate
(%) At 1P Pk

— also if you want to use remote desktop add the following ports

Puart fonsarding

[ ]Local ports accept connections from other hosts
[ ] Remote portz do the same [S5H-2 only]

Fonwarded ports:

01080

&dd new fonwarded port;

Source port

Destination 192168.1.100:3383 ) |
m () Dynarnic

ALk ) IPwd ) IPvE

(The destination being the computer ip address used to connect to your ubuntu server.)
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- Now save your session by giving it a name.

ﬁ PuTTY Configuration X
Category:
- Sgssion - Basic options for your PUTTY session
i TE"" I_.oglging Specify the destination you wart to connect to
?imlﬁfl.;:board Host Name {or IP address) Fort
- Bell 192.168.25.184 22
- Features Connection type:
= Window Raw Telnet Rlogin @ S5H Serial
ﬁppea!ance Load, save or delete a stored zession
- Behaviour
... Translation A ed Sessions
- Selection 1 =l server
-~ Colours Defautt Settings | _ |
—I- Connection
-~ Data Save
| Delete |
Close window on ext: 1]
Always MNewver @ Only on clean exit
]
About | | Help | Open | | Cancel | |

- Click open and put your ubuntu user name and password. You are now connected via ssl and your
traffic is being encrypted.

@ steph@Ubuntu: ~ =
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Step 3 ( setting up firefox as a sock proxy )
(This will allow you to browse the interet while your connection is encrypted.)

To set up Firefox to use the dynamic tunnel as a SOCKS proxy, go to the Firefox Options >
Advanced > Network and click the Settings... button. In the settings page, click Manual proxy
configuration, enter localhost for the SOCKS Host, and 1080 for the Port.

Configure Proxies ko Access the Internet

) Mo proxy
) Auto-detect proxy settings For this network.

E Manual prosy cunﬁguratiun:1

HTTP Prosy: | Bart: o

4

[] use this proxy server For all protocols

S5L Proxy: Part: a
ETF Prosy: Part: i
Gopher Proxy: Port: o=

SOCKS Hustl localhost lF‘DrL:I IDSDI:: ”

() SOCKS w4 (2) SOCKS 5

Mo Proxey For: | localhost, 127.0.0.1
Example: .mozila.org, .net.nz, 192.163.1.0/24
{:} Autormatic proxy configuration URL:
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Step 4 ( port forwarding )

You will have to open ports on your router in order to make this to work. Here's an example of my
settings in the router:

This option is used to open multiple ports or a range of ports in your router and redirect data
through those ports to a single PC on your network. This feature allows you to enter ports in
various formats including, Port Ranges (100-150), Individual Ports (80, 68, 888), or Mxed
(1020-5000, 689).This option is only applicable to the INTERMET session.

’ Save Settings ] ’ Don't Save Settings ]

24 -- PORT FORWARDING RULES

Ports to Open
Mame TCP Schedule
5 putty Application Mame 5150 Always
IP Address LUDP Inbound Filter
192.168.25. 186 Computer Name Allow Al -
Mame TCP Schedule
ssl Application Mame v 3339 Always -
[l
IP Address UDP Inbound Fitcer
192.168.25.186 Computer Name - Allow All -
Mame TCP Schedule
ssl2 Application Mame = 33g) Always
IP Address LUDP Inbound Filter
192.168.25. 186 Computer Name Allow Al -

Now the final test open your firefox browser and you should have connectivity. Now all your
traffic is being encrypted. This does not mean that your are safe from everything..... good practices
makes you secure not hardware or software.
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